
Case Study: Metropolitan Protective Services

Entisys360 Helps Metropolitan Protective Services Migrate 
from a Monolithic to a Cloud Native Patrol Application

Metropolitan Protective Services (MPS) provides 
businesses including apartment buildings and home 
owners associations (HOAs) with on-premises patrolling 
and security services. 

Previous to using a monolithic MPS Patrol Application, 
patrol officers made notes in a Word document or 
notepad (via laptop) during their patrol stops, to 
record the status of each stop. MPS leveraged phone 

communication to redirect patrol officers to special stops 
and requirements that arose throughout their evening 
shifts. In the morning, all patrol officers emailed their 
documented notes to MPS administration, where the staff 
would then manually extract each entry and compile them 
into a single report to send to each customer property 
manager.

BACKGROUND

Entisys360 was contracted by MPS to evaluate and 
correct the issues that surrounded the tier-1 production 
application and the infrastructure it required to 
operate. The major focus of this effort was to examine 
the durability of the application; the potential lack of 
availability and disaster recovery; overall speed; feature 
delivery; and, bug fix release cycles.

Entisys360 recommended that MPS leverage Amazon Web 
Services (AWS) for its rich toolset while migrating their 
application to the cloud. With the AWS services close to 

the design architecture, Entisys360 also recommended 
modest adjustments to the monolithic application 
aimed first at extracting the database away from the 
local application. This allowed the application compute 
and storage requirements to be reduced significantly. 
Additionally, Entisys360 recommended extracting all 
the dynamic requirements of the application, such as 
patrol photos captured, reports created and overall log 
management to a shared file system.

RECOMMENDATION: CLOUD NATIVE APPLICATION AND ARCHITECTURE

The first attempt to transform the MPS patrol entry 
business process consisted of a monolithic application 
prototype that allowed patrol officers to use a browser-
based application that kept track of which property 
stops they needed to go to; provided an easy to use 
form field to capture the patrol stop status records for 
each property; and, automatically compiled all of the 
entries into a PDF report and sent them to the property 
manager each morning.

This application differentiated MPS in their industry, 
and the monolithic prototype, hosted on a single 

dedicated server made its way directly as a tier-1 
production application, where it lived as a snowflake 
for six years. Ultimately, the lack of durability, as well 
as the speed of delivery features and bug fixes taxed 
the application and the infrastructure housing it.

Additionally, with the on-premises software asset 
management model now evolving into Cloud Service 
Expense Management (CSEM), per Gartner researchers, 
this has also become a concern for many companies. 
Entisys360 has the experts on staff to assist you in 
migrating to this new model.

PROBLEM: THE MPS MONOLITHIC PATROL APPLICATION
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MPS was able to leverage AWS Aurora Relational Database 
Services (RDS) for the application database, and Elastic 
File Store (EFS), which enabled connectivity to multiple 
elastic compute (EC2) instances running the MPS Patrol 
Application across many Availability Zones (AZ).

Additionally, the MPS Patrol Application was rearchitected 
to allow deployments via a Continuous Integration, 
Continuous Delivery (CI/CD) pipeline, into multiple Elastic 
Load Balanced (ELB) EC2 instances as appropriate to 
release versions while handling the required service 

loads. Security of the application was further enhanced by 
eliminating all public IP ranges from resources contained 
within the Dedicated Virtual Private Cloud (VPC) and 
wrapped inside their respective Security Groups (SG).

The recent release of the Cloud Native MPS Patrol 
Application on Amazon Web Services brilliantly solved 
all major issues that plagued the tier-1 application for 
years. MPS now has a reliable, highly available, scalable 
and secure application that is able to undergo numerous 
application release deployments per-day.

At its core, the architecture that Entisys360 assembled 
and deployed for MPS was merely a stepping-stone in the 
overall progress to further future-proof the MPS Patrol 

Application. Entisys360 continues to assist in extracting 
each business logic process into respective microservices, 
leveraging containers and Lambda serverless functions.

At Entisys360, we consider Automation and Cloud to be at the heart of everything we do. It is through our Automation 
and Cloud Practice that we differentiate ourselves from our competition. Our Automation and Cloud Practice is firmly 
committed to helping our clients drive change within their IT cultures. We leverage Automation and Cloud to accelerate IT 
service delivery for our clients through the adoption of agile methodologies that are all part of a systems-oriented approach. 
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